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1. Creating Property File for Gateway Applications

1.1 Introduction

This chapter explains the steps to create the property file for the gateway components viz.
Enterprise Java Bean (EJB), Message Driven Beans (MDB) and Web Services and Servlet.

1.2 Creating Property Files

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Installer 1.0. Welcome screen is displayed.

Oracle FLEXCUBE Universal Banking ORACLE'

Welcome To Oracle FLEXCUBE
Choose Oracle FLEXCUBE Application to be installed.

r ™y
|| Oracle FLEXCUBE Universal Installer . . —l

¢ ] Oracle FLEXCUBE
D Universal Banking Solution
D Enterprise Limits and Collateral Management
D General Ledger
D Open Development Tool
D
D Scheduler
D Standalone Payments
D Switch Interface Installation
o 7 | Ifilitia

[»

<1

Log Back MNext Exit

(S m—

2. Select ‘Gateway’ and click ‘Next'.
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1.2.1 Gateway EJB Application

The following screen is displayed:

| &) Oracle FLEXCUBE Universal Tnstaller o] @ =3

Oracle FLEXCUBE Universal Banking ORACLE’

Welcome To Oracle FLEXCUBE

Choose Oracle FLEXCUBE Companent far installation.
Froperty File

Build Application

Deplay Application

Release IKERNEL |
File Seperator Style Linux ~|
Application Server |Web|0gic |v|
DataBase Server
Log Eack Mext Exit

1. Select the option ‘Property File’.
Specify the following details:
Operating System

Specify the operating system in which you are creating the property file. Select the appropriate
one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate
one from the drop-down list.

2. Once you have specified the details, click ‘Next’ to continue. The following screen is
displayed.
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%] Oracle FLEXCUBE Universal Installer [ o

Oracle FLEXCUBE Universal Banking ORACLE

Gateway Installation
Choose the Gateway Application Type

1 Gateway Application Type
[} Gateway EJB I
[} Gateway MDB
D Gateway Hitp Sendet
D Gateway WebSenvices

Log Back Next Exit

w

Select ‘Gateway EJB'.

B

Click ‘Next’. The following screen is displayed.

| £/ Oracle FLEXCUBE Universal Installer =N eR

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Specify the Property File path.

Load Property File | |

IFor Modifying the Existing Property file specify the path else leave the path empty for
creating a new property file.

Log Back Mext Ezxit

5. Specify the following details:

Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing
property file, you can manually specify the location of the property file.
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Before proceeding, ensure that the folder structures used in the following steps are created.

6. Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.

|"l

| £| Oracle FLEXCUBE Universal Installer 12.2.0.0.0 | = % J

Oracle FLEXCUBE Universal Banking ORACLE’

Multi Entity Names
Provide Entity Mames

MultiEntity Required _

S Mo Entity Mame
EMTITY1
ENTITYZ
ENTITY3

L | ba | s

Log Back Mext Exit

MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the entity Name
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+ Button:

New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name
Entity Name:

Enter the entity name as single word

For example: ENTITY1

7. Click ‘Next’. The following screen is displayed:

| Oracle FLEXCUBE Universal Installer ol & =)

Oracle FLEXCUBE Universal Banking ORACLE'

Property File Creation

Current screen provides an option for Enabling Single Sign on

SS0 Required ™

SSO KEY DN [

Authentication details maintained external to FLEXCUBE

External Password Required B  Authentication Type [
External User Login Required |

External Password Required: The user can login with MSAD/LDAP server
ipassword only. The user ID can be either the MSAD/LDAP user ID or FCUBS
user ID.

| »

iAuthentication Type: LDAP/MSAD is the type of external server used for
|authentication.

«n]

Log Back Next Exit

8. Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to specify the
SSO Key.

SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to specify the
SSO key.

If you have checked the box ‘SSO Required’, then the Installer will skip the following two screens
and will directly navigate to the SSL screen shown below in this manual.
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If you have not checked the box ‘SSO Required’, then click ‘Next’. The following screen is

displayed.

1. External User Login Required

Check this box to enable user login using MSAD/LDAP user Id.

If you check this box, the user can login with MSAD/LDAP server user Id as well as FCUBS
user Id. If you do not check this box, the user can login using FCUBS user Id only.

-

| £| Oracle FLEXCUBE Universal Installer

= S| |

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

S350 Required O
S50 KEY DN

Authentication details maintained external to FLEXCUBE

Current screen provides an option for Enabling Single Sign on

External Password Required Authentication Type MSAD |+
External User Login Required MSAD
LDAP

user 10,

authentication.

External Password Required: The user can login with MSAD/LDAFseTvET
password only. The user ID can be either the MSADVLDAP user ID or FCUBS

Wuthentication Type: LDAP/MSAD is the type of external server used for

[ »

<[]

Log

Back Next

Exit

External Password Required

Check this box to allow user login using MSAD/LDAP password irrespective of the user Id.

If you check this box, the user can login using MSAD/LDAP server password only. The user

Id can be one of the following:

e MSAD/LDAP user Id
e FCUBS userld

If you do not check this box, then the installer skips the following screen and directly navigates to

the Modifying Gateway Properties screen.
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| | Oracle FLEXCUBE Universal Installer L= [ |

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required O
330 KEY DM
Authentication details maintained external to FLEXCUBE
External Password Required Authentication Type MSAD |+
| External User Login Required [ MSAD
- — LDAP
External Password Required: The user can login with MSAD/LDAFSETVET - |

ssword only. The user ID can be either the MSAD/LDAP user ID or FCUBS
ser |D.

uthentication Type: LDAP/MSAD is the type of external server used for
uthentication.

]

Log Back Next Exit

S

Authentication Type

Select the authentication type. This is the type of external server that is used. You can select one

of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

The default option is MSAD; however, you can change it

9. If you check the box, then the installer navigates to the following screen on clicking ‘Next’

button.
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|| Oracle FLEXCUBE Universal Installer o] @ [

Oracle FLEXCUBE Universal Banking ORACLE ‘

Property File Creation
LDAP Server Details for Gateway

No. Name Value
1 LDAP SERVER URL LDAP:M0.10.10.10:111
|2 LDAP 35L ENABLED |
3 SECURITY AUTHENTICAT ... |Simple
4 DOMAIMN MAME FFLEX.COM
5 LDAP SERVER TIMEQUT |0

Log Mext E:xit

10. Specify the following LDAP server detalils.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and password are
maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you need to specify
the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type

Depending on the authentication mechanism supported by the LDAP server, select one of the
following:

e Simple
e Strong

Note the following:

o Different servers support different authentication mechanisms.
e By default, the security authentication type is ‘Simple’; however, you can change this.

Domain Name

Specify the domain name.
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LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer value. For
example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that no read
timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

11. Click ‘Next’. The following screen is displayed:

| %] Oracle FLEXCUBE Universal Installer =] @ =]

Oracle FLEXCUBE Universal Banking ORACLE’

Property File Creation

Current screen provides an option for modifying the Gateway Properies

%S0 Path [D:Kernel11.1\GW_EJBIXSDY |

Logger File +:".Kernel11.11G".".f_EJEl\u:r:unﬂg\gw_ejb_logger.propertiesl

Debug Path [p:Kernel11.1\GW_EJBog) |

Liog Mext Exit

12. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be ‘/’. There must
be a /" at the end. All the relevant XSD files must be manually copied to this location.

E.g.:
For Windows: D:\Kernel11.1\GW_EJB\XSD\

For Linux: /Kernelll.1/GW_EJB/XSD/
Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file must be
manually copied to the specified location.

E.g.

For windows: D:\Kernel11.1\GW_EJB\config\gw_ejb_logger.properties
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For Linux: /Kernelll.1/GW_EJB/config/gw_ejb_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a /" at the
end. You need to manually create the specified folder structure.

E.g.:
For windows: D:\Kernelll.1\GW_EJB\log\

For Linux: /Kernelll.1/GW_EJB/log/
13. Click ‘Next’.

The Installer creates two files viz. ‘gw_ejb_logger.properties’ and ‘GW_EJB_Prop.propeties’
in the path provided to save the files.

i N
[ £:| Oracle FLEXCUBE Universal Installer _ e L

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for modifying the Gateway Properies

Security Key for Encryption |orac|eﬂnancia|solutions |

DataSource [FLEXTEST WORLD |
POSS DataSource OPSS CSF Available
POSS DataSource |F'GSSTEST.WGRLD

Distributed Schema =

RTT_PLUGIN REQUIRED [ |RTT

MSGINLOG REQURED |No |w|  MSGOUTLOGREQUIRED [No |+

Log Back Mext Exit

14. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.

POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.
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OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) isinstalled as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.

Distributed Schema
If the schema is distributed, select ‘Yes’.

If the schema is not distributed, select ‘No’.

Security Key for Encryption

Specify the security key for the Encription,here in this case it is ‘Oraclefinancialsolutions’.
RTT plugin Required

Chose the check box if rtt plugin is required

MSG IN LOG Required

Choose Yes/No from drop down box

MSG OUT LOG Required

Choose Yes/No from drop down box

15. Click ‘Next’. The following screen is displayed.
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;[Jofacle FLEXCUBE Universal Installer

Oracle FLEXCUBE Universal Banking ORACLE’

Property Installation
Current screen Displays the status of the object loaded.

08 140230471 GwProps  [DEBUGT. process(}—=XSD_PATH =D Kemnel1111G |
08 14 02:30:41 GwProps [DEBUG] com.ofss.installer.gateway GwDsDetails.l| |
08 14 02:30:58 Fcubsinstaller [DEBUGE NextButtonActionPerformed—=Next actior
08 14 02:30:58 GwDsDetails [DEBUG]: com.ofss.installer.gateway. GwDsDetail
08 14 02:30:58 GwDsDetails [DEBUGI: process()—= setting next screen com.o
08 14 02:30:58 GwDsDetails [DEBUGT: process()—>DataSource =FLEXTEST.W
08 14 02:30:58 GwDsDetails [DEBUG]: com.ofss.installer.gateway.propStatusG

[« Linf

< I [ [ »

| Property File || Logger File Save

Continue...»

Log Back Next Exit

The property file will be created in a temporary folder.

16. Click ‘Property File’ to view the created property file.
17. Click ‘Save’ to the save the created property file in desire location.
18. Click ‘Continue’ to continue the installation process with gateway application type.

19. Click ‘Next’ to navigate to the installer home screen.

1-12 ORACLE



1.2.2 Gateway MDB Application

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next’. Following screen is displayed.

| &) Oracle FLEXCUBE Universal Tnstaller o] @ =3

Oracle FLEXCUBE Universal Banking ORACLE’

Welcome To Oracle FLEXCUBE

Choose Oracle FLEXCUBE Companent far installation.
Froperty File

Build Application

Deplay Application

Release IKERNEL |
File Seperator Style Linux ~|
Application Server |Web|0gic |v|
DataBase Server
Log Eack Mext Exit

2. Select the option ‘Property File’.
3. Specify the following details:

Operating System

Specify the operating system in which you are creating the property file. Select the appropriate
one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate
one from the drop-down list.

4. Click ‘Next’ and the following screen is displayed:

1-13 ORACLE



| £ Oracle FLEXCUEBE Universal Installer

Gateway Installation
Choose the Gateway Application Type

] Gateway Application Type
D Gateway EJB

0

[Ty Gateway Hitp Serviet
D Gateway WebSemices

(=] =& |

Oracle FLEXCUBE Universal Banking ORACLE’

Log EBack Mext Exit

5. Select ‘Gateway MDB'’ to create configuration files for the application. Click ‘Next'.

Following screen is displayed:

| £:| Oracle FLEXCUBE Universal Installer

Property File Creation
Specify the Property File path.

Load Property File | |

For Modifying the Existing Property file specify the path else feave the path empty for
creating a new property file.

[ ] & s

Oracle FLEXCUBE Universal Banking ORACLE

Loy Back et Exit

6. Specify the following details:

Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing

property file, you can manually specify the location of the property file.
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Before proceeding, ensure that the folder structures used in the following steps are created.

7. Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.

|"l

| £| Oracle FLEXCUBE Universal Installer 12.2.0.0.0 | = % J

Oracle FLEXCUBE Universal Banking ORACLE’

Multi Entity Names
Provide Entity Mames

MultiEntity Required _

S Mo Entity Mame
EMTITY1
ENTITYZ
ENTITY3

L | ba | s

Log Back Mext Exit

MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, “-‘buttons will be enabling for capturing the entity Name
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+ Button:

New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name
Entity Name:

Enter the entity name as single word

For example: ENTITY1

Click ‘Next’. The following screen is displayed:

|| Oracle FLEXCUBE Universal Installer o] ® =

Oracle FLEXCUBE Universal Banking ORACLE’

Property File Creation
Current screen provides an option for Enabling Single Sign on

880 Required ]

SSO KEY bn

Authentication details maintained external to FLEXCUBE

External Password Required B Authentication Type [ji\\
External User Login Required = .

External Password Required: The user can login with MSAD/LDAP server
password only. The user ID can be either the MSAD/LDAP user ID or FCUBS
user ID.

Wuthentication Type: LDAP/MSAD is the type of external server used for
jauthentication.

Log Back MNext Exit

9. Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to specify the
SSO Key.

SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to specify the
SSO key.

If you have checked the box ‘SSO Required’, then the Installer will skip the following two screens
and will directly navigate to the Modifying the Gateway properties Screen.
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External Password Required

Check this box to allow the user-login using MSAD/LDAP password irrespective of the user ID. If
you check this box, the user ID can be either the MSAD/LDAP user ID or the FCUBS user ID.
And the password can be MSAD/LDAP server password only.

By default, this check box is unchecked. However, you can change this.

If you do not check this box, the installer skips the following screen and directly navigates you to
the Modifying the Gateway Properties Screen.

|2 Oracle FLEXCUBE Universal Installer o] @ (3]

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Current screen provides an option for Enabling Single Sign on

530 Required |

S50 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required Aulhenticaion Type

External User Login Required N

External Password Required: The user can login with MSAD/ILDAP server
password only. The user ID can be either the MSADILDAP user ID or FCUBS
user 0.

[ b

iuthentication Type: LDAP/MSAD is the type of external server used for
authentication.

<[]

Liog Eack Mext Exit

External User Login Required

Check this box to enable user login using MSAD/LDAP user ID. If you check this box, the user
can login using MSAD/LDAP server user ID as well as using FCUBS user ID. If you do not check
this, the user can login using FCUBS user ID only.

By default, this check box is unchecked. However, you can change this.
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| £ Oracle FLEXCUBE Universal Installer o] @ [

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for Enabling Single Sign on

530 Required |

S50 KEY DM

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type =
External User Login Required

External Password Required: The user can login with MSADVLDAP server
password only. The user ID can be either the MSAD/LDAP user ID or FCUBS
user ID.

[ »

Buthentication Type: LDAP/MSAD is the type of external server used for
authentication.

<[]

Liog Back Mext Exit

@ The field ‘Authentication Type' is enabled if one of the above check boxes is checked:

Authentication Type

Select the authentication type from the adjoining drop-down list. This is the type of external server
that is used. You can select one of the following options:

e MSAD (Microsoft Active Directory)
o LDAP (Lightweight Directory Access Protocol)

By default, ‘MSAD’ is selected; however, you can change it.

10. Click ‘Next’. The following screen is displayed.
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|| Oracle FLEXCUBE Universal Installer o @ |3

Oracle FLEXCUBE Universal Banking ORACLE’

Property File Creation

LDAP Server Details for Gateway

No. Name Value
1 LDAP SERVER URL LODAPM010.10.10:111
2 LDAP SSL ENABLED |
B SECURITY AUTHEMNTICAT...|Simple
4 DOMAIN NAME [-FLEX.COM
5 LDAP SERVER TIMEQUT |0

Log Back Mext Exit

11. Specify the following LDAP server details.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and password are
maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you need to specify
the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type

Depending on the authentication mechanism supported by the LDAP server, select one of the
following:

e Simple
e Strong

Note the following::

o Different servers support different authentication mechanisms.
e By default, the security authentication type is ‘Simple’; however, you can change this.

Domain Name

Specify the domain name.
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LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer value. For
example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that no read
timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

Click ‘Next’. The following screen is displayed:

|| Oracle FLEXCUBE Universal Installer o] ® |2z

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for modifying the Gateway Properties

¥a0 Path D:Kernel11.1\GW_MDBXSD\ |
Logger File |(erne|11.1".G‘.".f_l'ﬂDB‘.cnnﬂg‘.gw_mdc_logger.praperties|
Debug Path ID:Kernel11.1\GW_MDBllog) |
Log et Exit

12. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be /. There must
be a /' at the end. All the relevant XSD files must be manually copied to this location.

E.g.:
For Windows: D:\Kernel11.1\GW_MDB\XSD\

For Linux: /Kernell1.1/GW_MDB/XSD/

Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file must be
manually copied to the specified location.

E.g.:

For windows: D:\Kernell1l.1\GW_MDB\config\gw_mdb_logger.properties
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For Linux: /Kernelll.1/GW_MDB/config/gw_mdb_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a /" at the
end. You need to manually create the folder structure.

E.g.:
For windows: D:\Kernelll.1\GW_MDB\log\
For Linux: /Kernelll.1/GW_MDB/log/

Click ‘Next’.

The Installer creates two files viz. ‘gw_ejb_logger.properties’ and ‘GW_EJB_Prop.properties’
in the path provided to save the files.

' ™
[ £| Oracle FLEXCUBE Universal Installer —

Oracle FLEXCUBE Universal Banking ORACLE'

Property File Creation

Current screen provides an option for modifying the Gateway Properties

Security Key for Encryption |0racleﬂnancialsoluti0ns | i

|
DataSource [FLEXTEST WORLD |
[[] POsS DataSource OPSS CSF Available

PO33 DataSource |

Distributed Schema No ||

Log Back Next Exit

13. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.

POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.
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OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) is installed as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.

Distributed Schema
If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

The Installer creates two files viz. ‘gw_ejb_logger.properties’ and ‘GW_EJB_Prop.properties’
in the path provided to save the files.

Security Key for Encryption

Specify the security key for the Encription,here in this case it is ‘Oraclefinancialsolutions’.

Click ‘Next’. The following screen is displayed.

|| Oracle FLEXCUEE Universal Installer [ @ [

Oracle FLEXCUBE Universal Banking ORACLE’

Gateway Property File Creation

Current screen provides an option for modifying MDB Properies

No. Name Value
1 Request Queue MDB_QUEUE
2 Response queus MDB_QUEUE_RESPONSE
3 DL Queue MDB_QUEUE_DLC
4 Connection Factory MDBQCF
5 Secure Queue ]
& Caller 1D
7 Caller Passwoard |

Lo Back et Exit

15. Specify the following details:

Connection Factory

Specify the connection configuration parameters to create connections for JMS clients.
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E.g.: MDBQCF.

Request Queue

Specify the request queue. This is the point-to-point destination type used for asynchronous peer

communication.

E.g.. MDB_QUEUE

Response Queue
Specify the response queue name.

E.g.: MDB_QUEUE_RESPONSE
DL Queue

Specify the dead letter queue name.

E.g.. MDB_QUEUE_DLQ

Secure Queue

Check this box if the Caller ID and Caller Password values have to be entered.

The Installer creates two files viz. ‘gw_mdb_logger.properties’ and ‘GW_MDB_Prop.properties’ in

the path provided to save the files.

Click ‘Next’. The following screen is displayed.

-,

%) Oracle FLEXCUBE Universal Installer o] & =)

Oracle FLEXCUBE Universal Banking ORACLE’

Property Installation

Current screen Displays the status of the object loaded.

I |

RILE sDetails - process(j—=DataSource = 4
08 14 03:05:21 GwDsDetails [DEBUGE com.ofss.installer.gateway. GwMDBProp
08 14 03:05:21 GWMDBProps [DEBUGI: load()—=Gateway MDB

08 14 03:05:43 Fcubslinstaller [DEBUG]: NextButtonActionPerformed—=Next actior
08 14 03.05:43 GwMDBProps [DEBUG]: com.ofss.installer.gateway. GwWMDBPra
08 14 03:05:43 GWMDBProps [DEBUG] process()—=Gateway MDB properties 2
08 14 03:05:43 GwMDBProps [DEBUGE com.ofss.installer.gateway.propStatus

[»]

[« ]

< Il | [

l Property File || Logger File Save

Continue...>

by

Log Back Mext Exit

The property file will be created in a temporary folder.
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16. Click ‘Property File’ to view the created property file.
17. Click ‘Save’ to the save the created property file in desire location.
18. Click ‘Continue’ to continue the installation process with gateway application type.

19. Click ‘Next’ to navigate to the installer home screen.
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1.2.3 Gateway HTTP Servlet Application

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next’. Following screen is displayed.

| &) Oracle FLEXCUBE Universal Tnstaller o] @ =3

Oracle FLEXCUBE Universal Banking ORACLE’

Welcome To Oracle FLEXCUBE

Choose Oracle FLEXCUBE Companent far installation.
Froperty File

Build Application

Deplay Application

Release IKERNEL |
File Seperator Style Linux ~|
Application Server |Web|0gic |v|
DataBase Server
Log Eack Mext Exit

2. Select the option ‘Property File’.
3. Specify the following details:

Operating System

Specify the operating system in which you are creating the property file. Select the appropriate
one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate
one from the drop-down list.

Once you have specified the details, click ‘Next’ to continue. The following screen is displayed.
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| £ Oracle FLEXCUBE Universal Installer

Gateway Installation
Choose the Gateway Application Type

= & )

Oracle FLEXCUBE Universal Banking ORACLE

[ Gateway Application Type
D Gateway EIB
[y Gateway MDB

D Gateway Hitp Servlet

[y cateway WebServices

Log

Biack

et Exit

4. Select ‘Gateway Http Servlet’ to create configuration files for the application, and click ‘Next'.

Following screen is displayed.

| £] Oracle FLEXCUBE Universal Installer

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Specify the Property File path.

(=] & s

Load Property File |

IFor Modifying the Existing Property file speciiy the path else leave the path emply for
creating a new property file.
Lo Back et Exit

5. Specify the following details:

Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing
property file, you can manually specify the location of the property file.
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Before proceeding, ensure that the folder structures used in the following steps are created.

Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.

|"|

| £ Oracle FLEXCUBE Universal Installer 12.2.0.0.0 | = 2

Oracle FLEXCUBE Universal Banking ORACLE

Multi Entity Names
Provide Entity Mames

MultiEntity Required + _

S Mo Entity Mame
EMTITY1
ENTITYZ
ENTITY3

—

]

(%]

Log Back MNext Exit

MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the entity Name
+ Button:

New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name

Entity Name:

Enter the entity name as single word

For example: ENTITY1

1-27 ORACLE



Click ‘Next’. The following screen is displayed:

| £| Oracle FLEXCUBE Universal Installer o] @ |

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Current screen provides an option for modifying the Gateway Properties

%S0 Path ID:Kemel11. 1\GW_HTTPXSD\ |
Logger File kernel‘]‘].‘l".G‘.".f_H'I'I'F'\.conﬂg'\gw_http_logger.propertiesl
DebugPath  [DKernel11.1\GW_HTTPlog\ |
Log Iext Exit

7. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be /. There must
be a /' at the end. All the relevant XSD files must be manually copied to this location.

E.g.:
For Windows: D:\Kernel11.1\GW_HTTP\XSD\

For Linux: /Kernelll.1/GW_HTTP/XSD/

Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file must be
manually copied to the specified location.

E.g.:
For windows: D:\Kernel11.1\GW_HTTP\config\gw_http_logger.properties

For Linux: /Kernell1.1/GW_HTTP/config/gw_http_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a /" at the
end. You need to manually create the folder structure.
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E.g.:
For windows: D:\Kernelll.1\GW_HTTP\log\

For Linux: /Kernelll.1/GW_HTTP/log/
8. Click ‘Next'.

The Installer creates two files viz. ‘gw_http_logger.properties’ and
‘GW_HTTP_Prop.properties’ in the path provided to save the files.

. '
[ £ Oracle FLEXCUBE Universal Installer - | e

Oracle FLEXCUBE Universal Banking ORACLE’

Property File Creation

Current screen provides an option for modifying the Gateway Properties

Security Key for Encryption |oracleﬁnancialsolu1ions | I

DataSource [FLEXTEST WORLD |
[ POSS DataSource OPSS CSF Available

PSS DataSource | |

Distributed Schema No [~ ‘

RTT_PLUGIN REQUIRED [ |RTT

Log Back Next Exit

9. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.

POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) is installed as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.
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Distributed Schema
If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

The Installer creates two files viz. ‘gw_ejb_logger.properties’ and ‘GW_EJB_Prop.properties’
in the path provided to save the files.

Security Key for Encryption
Specify the security key for the Encription,here in this case it is ‘Oraclefinancialsolutions’.
RTT plugin Required

Chose the check box if rtt plugin is required

On click of Next The following screen is displayed.

The Installer creates two files viz. ‘gw_http_logger.properties’ and
‘GW_HTTP_Prop.properties’ in the path provided to save the files.

Click ‘Next’. The following screen is displayed.

|£) Oracle FLEXCUBE Universal Installer L= e

Oracle FLEXCUBE Universal Banking ORACLE

Property Installation

Current screen Displays the status of the object loaded.

03 12 064712 GwEIBAppName [DEBUG] com.ofss.installer.gateway. GWEIBA[ &
03 12 06:47:12 GwEJBAppName [DEBUGL com.ofss.installer.gateway. GwHitpP1|
03 12 06:47:12 GwHttpProps [DEBUG]: load(}—=Gateway HTTP

03 12 06:47:13 Foubsinstaller [DEBUG]: NextButtonActionPerformed—=MNext action
03 12 06:47:13 GwHitpProps [DEBUG]. com.ofss.installer.gateway. GwHitpProp:
03 12 06:47:13 GwHitpProps [DEBUG]: process()}—=Gateway HTTP properties a
03 12 06:47:13 GwHttpProps [DEBUG]: com.ofss.installer gateway. propStatus G

[« ]

A ] IC

| Propery File || Logger File Save

Continue..=

Log Back Next Exit
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The property file will be created in a temporary folder.

10. Click ‘Property File’ to view the created property file.
11. Click ‘Save’ to the save the created property file in desire location.
12. Click ‘Continue’ to continue the installation process with gateway application type.

13. Click ‘Next’ to navigate to the installer home screen.

The property file will be created in the specified folder.
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1.2.4 Gateway Web Service

Application

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next’ and the following screen is displayed:

|£:| Qracle FLEXCUBE Universal Installer

Oracle FLEXCUBE Universal Banking ORACLE’

Welcome To Oracle FLEXCUBE
Choose Oracle FLEXCUBE Component far installation.

= & (=]

Froperty File
Build Application
Ceploy Application

Releasze

File Seperatar Style
Application Server

DataBasze Server

|KERNEL |v|
|Linu>< |v|
|Web|0gic |v|

[Er—

Log

Back Mext

Exit

2. Select the option ‘Property File’.

3. Specify the following details:

Operating System

Specify the operating system in which you are creating the property file. Select the appropriate

one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate

one from the drop-down list.

Click ‘Next’.
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[£] Oracle FLEXCUBE Universal Installer =

Oracle FLEXCUBE Universal Banking ORACLE’

Gateway Installation
Choose the Gateway Application Type

[ Gateway Application Type
D Gateway EJB
[y cateway MDB
D Gateway Hitp Serviet
D |Gatewa].r WebSenvices

Log Back Mext Exit

Select ‘Gateway WebServices’ to create configuration files for the application. Click ‘Next’. The

following screen is displayed.

[£] Oracle FLEXCUBE Universal Installer =

Oracle FLEXCUBE Universal Banking ORACLE’

Property File Creation
Specify the Property File path.

Load Property File |

For Modifying the Existing Property file specify the path else leave the path empty for
creating a new property file.

Log Back Mext Exit

4. Specify the following details:
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Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing

property file, you can manually specify the location of the property file.

Before proceeding, ensure that the folder structures used in the following steps are created.

Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.

-

Multi Entity Names
Provide Entity Mames

MultiEntity Required

| £ Oracle FLEXCUBE Universal Installer 12.2.0.0.0

Oracle FLEXCUBE Universal Banking ORACLE

|"|

| = 5%

S Mo

Entity Mame

—

EMTITY

]

ENTITY2

(%]

ENTITY3

Log

Back

Mext Exit

MultiEntity Required

Select the multi entity check box for enabling the multi entity deployment.

[N

After selected the multi entity option ‘+’,
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+ Button:

New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name
Entity Name:

Enter the entity name as single word

For example: ENTITY1

1. Click ‘Next’. The following screen is displayed:

| Oracle FLEXCUBE Universal Installer oo ==

Oracle FLEXCUBE Universal Banking ORACLE’

Property File Creation
Current screen provides an option for Enabling Single Sign on

SS0 Required ™
SSO KEY DN 1

Authentication details maintained external to FLEXCUBE

External Password Required Bl Authentication Type i]
g o e |

External User Login Required |

External Password Required: The user can login with MSAD/LDAP server i
ipassword only. The user ID can be either the MSAD/LDAP user ID or FCUBS
user ID.

iAuthentication Type: LDAP/MSAD is the type of external server used for
|authentication.

g

Log Back Next Exit

2. Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to specify the
SSO Key.

SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to specify the
SSO key.

If you have checked the box ‘SSO Required’, then the Installer will skip the following two screens
and will directly navigate to the SSL screen shown below in this manual.

1-35 ORACLE



If you have not checked the box ‘SSO Required’, then click ‘Next’. The following screen is

displayed.

1. External User Login Required

Check this box to enable user login using MSAD/LDAP user Id.

If you check this box, the user can login with MSAD/LDAP server user Id as well as FCUBS
user Id. If you do not check this box, the user can login using FCUBS user Id only.

-

| £| Oracle FLEXCUBE Universal Installer

L= ) |

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

550 Required
S30 KEY

External Fassword Required

External User Login Required

Current screen provides an option for Enabling Single Sign on

U
DN

Authentication details maintained external to FLEXCUBE

Authentication Type  |MSAD

-

MSAD
LDAP

user ID.

Authentication.

External Password Required: The user can login with MSAD/LDA
password only. The user ID can be either the MSAD/LDAP user ID or FCUBS

\Authentication Type: LDAP/MSAD is the type of external server used for

SETVET

[ ¥

A ]

Log

Back

Next

Exit

External Password Required

Check this box to allow user login using MSAD/LDAP password irrespective of the user Id.

If you check this box, the user can login using MSAD/LDAP server password only. The user

Id can be one of the following:

e MSAD/LDAP user Id
e FCUBS userld

If you do not check this box, then the installer skips the following screen and directly navigates to
the Modifying Gateway Properties screen.
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-
|£| Oracle FLEXCUBE Universal Installer

— \

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required |
S50 KEY DM
Authentication details maintained external to FLEXCUBE
External Password Required Authentication Type MSAD |+
| External User Login Required ] MSAD
LDAP
External Password Required: The user can login with MSAD/LDAFseTVET 1=

password only. The user ID can be either the MSAD/LDAP user ID or FCUBS
user 0.

Wuthentication Type: LDAPIMSAD is the type of external server used for
authentication.

]

Log Back Next Exit

e

Authentication Type

Select the authentication type. This is the type of external server that is used. You can select one

of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

The default option is MSAD; however, you can change it

3. If you check the box, then the installer navigates to the following screen on clicking ‘Next’

button.
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| £| Dracle FLEXCUEE Universal Installer o] @ [

Oracle FLEXCUBE Universal Banking ORACLE ‘

Property File Creation

LDAR Server Details for Gateway

No. Name Value
1 LDAP SERVER URL LOAP:/10.10.10.10:111
2 LDAP SSL ENABLED |
3 SECURITY AUTHENTICAT ... |Simple
4 DOMAIN MAME FFLEX.COM
5 LDAP SERVER TIMEQUT |0

Lo Mext Exit

4. Specify the following LDAP server details.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and password are
maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you need to specify
the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type

Depending on the authentication mechanism supported by the LDAP server, select one of the
following:

e Simple
e Strong

Note the following:

o Different servers support different authentication mechanisms.

e By default, the security authentication type is ‘Simple’; however, you can change this.

Domain Name

Specify the domain name.
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LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer value. For
example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that no read
timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

5. Click ‘Next’. The following screen is displayed:

| £| Oracle FLEXCUBE Universal Installer o] @ (3]

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for modifying the Gateway Properties

¥aD Path [b:Kemel11. 1GwW_wswsDy |
Lagager File b:'\KerneH 1 .1'\G‘.“."_".“.fS\cunﬂg\gw_ws_logger.propertiesl
DebugPath  [DKernel11.1\GW_WSllogh |
Log et Exit

6. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be /. There must
be a /" at the end. All the relevant XSD files must be manually copied to this location.

E.g.:
For Windows: D:\Kernel11.1\GW_WS\XSD\

For Linux: /Kernelll.1/GW_WS/XSD/

Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file must be
manually copied to the specified location.

E.g.:
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For windows: D:\Kernelll.1\GW_WS\config\gw_ws_logger.properties

For Linux: /Kernelll.1/GW_WS/config/gw_ws_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a /’ at the
end. You need to manually create the folder structure.

E.g.:
For windows: D:\Kernelll.1\GW_WS\log\

For Linux: /Kernell11.1/GW_WS/log/
7. Click ‘Next'.

The Installer creates two files viz. ‘gw_ws_logger.properties’ and
‘GW_WS_Prop.properties’ in the path provided to save the files.

The following screen is displayed.

g |

| £| Cracle FLEXCUBE Universal Installer ]

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for modifying the Gateway Properties

Security Key for Encryption |ﬂracleﬂnancialsolutinns |

DataSource [FLEXTEST WORLD |
[[1POSS DataSource OPS5S CSF Available

PO33 DataSource |

Distributed Schema No ||

RTT_PLUGIN REQUIRED []RTT

MSGINLOG REQUIRED |No |w|  MSGOUTLOGREQUIRED |No |w

Log Back Next Exit

12. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.
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POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) isinstalled as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.

Distributed Schema
If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

Security Key for Encryption

Specify the security key for the Encription,here in this case it is ‘Oraclefinancialsolutions’.
RTT plugin Required

Chose the check box if rtt plugin is required

MSG IN LOG Required

Choose Yes/No from drop down box

MSG OUT LOG Required

Choose Yes/No from drop down box
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| 2| Oracle FLEXCUBE Universal Installer e & |

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Specify the EJB Application Mame

EJB Application Name  [GWEJB

Please remember the EJB Application name , the same name has (o be used while
depioying the EJB,
Log Back Mext Exit

14. Specify the following details:

EJB Application Name

Specify the name of the EJB application deployed.

E.g.: GWEJB

Click ‘Next’. The following screen is displayed.

£/ Oracle FLEXCUBE Universal Installer ol & =

Oracle FLEXCUBE Universal Banking ORACLE

Gateway Property File Creation

Current screen provides an option for modifying WehSemvices Properties

Ho. Hame Value

1 EJE JHDI Mame #com.ofss foubs. gw.ejh GWEJBRemote

2 |Application Server UREL hitpar0.10.10.10:7001

3 |UszerMame infra

4 |Password LLLL L

5 |EJE Look Up

Log Back Mext Exit
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16. Specify the following details:

EJB JNDI Name

If you build the EJB application with GWEJB name, this should be the name with which the EJB
EAR file is built.

If you select EJB Call Type as REMOTE, this should be
‘<EJB_APPLICATION_NAME>#com.ofss.fcubs.gw.ejb. GWEJBRemote.

E.g.

Weblogic/Websphere : GWEJB #com.ofss.fcubs.gw.ejb.GWEJBRemote

If you build the EJB application with GWEJB name, this should be the name the EJB EAR file
which is built.

Application Server URL
Specify the URL of the application server where the webservice application is hosted.
E.g.:

Weblogic: t3://10.10.10.10:7001

Or

Websphere: iiop://10.10.10.10:2815

User Name
Specify the user name to access the application server where the EJB application is deployed.

E.g.: infra
Password

17. Specify the password for the above user name.

The Installer creates two files viz. ‘gw_WS _logger.properties’ and ‘GW_WS_Prop.properties’
in the path provided to save the files.

Click ‘Next’. The following screen is displayed.
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http://10.10.10.10:7001/
http://10.10.10.10:7001/

| £| Oracle FLEXCUBE Universal Installer E! sl=) ,:b

Oracle FLEXCUBE Universal Banking ORACLE’

Property Installation
Current screen Displays the status of the object loaded.

1

08 14 034350 GWEJBAppName [DEBUGI: com.ofss.installer.gafeway. GWEJ
08 14 03:43:50 GWEJBAppName [DEBUG] com.ofss.installer.gateway.GwWebS
108 14 03:43:50 GwWebServices [DEBUG: load()}-=Gateway WebServices

08 14 03:44:26 Fcubsinstaller [DEBUG]: NextButtonActionPerformed—=Next actio
08 14 03:44:26 GwWebServices [DEBUG]. com.ofss.installer.gateway. Gw\WebSi
08 14 03:44:26 GwWebSenvices [DEBUG] process()}—=Gateway WebServices pri
08 14 03:44:26 GwWebServices [DEBUG]. com.ofss.installer.gateway.propStatu

v

<« i [ i
l Property File ‘ | Logger File Save
Continue...>
|
Log Back Mext Exit

The property file will be created in a temporary folder.

19.
20.
21.
22.

23.

Click ‘Property File’ to view the created property file.

Click ‘Save’ to the save the created property file in desire location.

Click ‘Continue’ to continue the installation process with gateway application type.
Click ‘Next’ to navigate to the installer home screen.

The property file will be created in a temporary folder.
If Application Server is "Websphere" and EJB Look Up is "REMOTE", change below entry in
GW_WS_Prop.properties:

EJB_CTX_FACTORY=weblogic.jndi.WLInitialContextFactory
to
EJB_CTX_FACTORY=com.ibm.websphere.naming.WsnlinitialContextFactory
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